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WELCOME

Manage the network-based devices at any time from anywhere using iOS device (iPhone or iPad) with the GWN app. This free
app links seamlessly with devices registered in GWN.Cloud or GWN Manager, and allows users to conveniently monitor and
manage the network established by GWN devices. The GWN app extends web features to smartphones to allow you to
manage the network and be productive while on the go: monitor network/device/client status in different time periods, notify
alert information once an alert event occurs, add the device to the network via phone camera scanning or manually fill in
device MAC and its corresponding password, monitor device details including usage and other information, support debug
tools for problem-tracking, configure your network as well as devices according to your needs, and much more. There is no
purchase necessary to manage the network-based devices with the GWN app.

GETTING STARTED

Getting GWN App

GWN app is compatible with most iOS devices running iOS/iPadOS/macOS 11.0 or higher, including mobile phones, tablets,
etc.

The app is available on App Store.
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GWN App on the App Store

Login to GWN App

When you open the GWN app, you will be greeted by a screen that has two options, one for GWN Cloud platform
(GWN.Cloud), and one for GWN on-premise management platform (GWN Manager). Please refer to the screenshot below.
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GWN App Main Screen

To use GWN app, users need to have an account previously created on a GWN Management Platform.

o Refer to this link to sign up for GWN.Cloud: https://www.gwn.cloud/login

o Refer to these links to install GWN Manager and create an account after that:
GWN Manager — Quick Installation Guide

GWN Manager — Deploying a Virtual Machine from an OVA file

Login screen tools

Even before log in, the user has some tools to use to either discover GWN devices on the same network or run a mobile speed
test to evaluate the network performance and know how many GWN devices are discoverable on the network with very useful
information like the GWN device IP/MAC addresses, device model, version number and type (master or slave). Please refer to
the figures below:
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Login screen tools — part 1
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< Device Details
GWN7660

P

MAC

Device Model

Version Number

Type

192.168.5.144

C0:74:AD:3E:85:20

GWN7660

1.025.7

Master

Login screen tools — part 3

Testing Download Speed...

internet @& A~ [] exvaazo

100
50 200
0 N 300
10 Mbps 600
0 1000
Download

Test Server: Madrid
Service Provider: Grandstream
Public IP Address: 65.20.99.227


https://documentation.grandstream.com/wp-content/uploads/2023/09/Screenshot_20230922-144329.png
https://documentation.grandstream.com/wp-content/uploads/2023/09/Screenshot_20230922-144338.png
https://documentation.grandstream.com/wp-content/uploads/2023/09/Screenshot_20230927-163451.png

Login screen tools — part 4

For more details about Speed Test, please AP Details — Tools.

Once the GWN app is installed on your device, click on the app icon to start it, then click on GWN.Cloud or GWN Manager to

log in.

o GWN.Cloud: enter the Email/Login Name and Password of the account previously created.

o GWN Manager: enter the server address (IP address), Email/Login Name and password.

GWN Network supports ente

GWN.Cloud
Add devices to GWN Cloud for Remote Monitoring and Manage

‘GWN Manager
Build your awn free device management platfarm on a local server

GWN App Home Screen

GWN.Cloud

Sign In

GWN App Login Page — GWN.Cloud
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GWN Manager
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GWN App Login Page — GWN Manager

For GWN.Cloud, on the top right corner, users could specify which zone to use:

1. Select the proper Zone World/EU Region for your GWN.Cloud Account

GWN.Cloud

World

EU Region

GWN App Login Page

About

The About page shows the version of the app installed on your mobile phone and if an upgrade is available.
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About page

The user can also click on "Model” to see the latest firmware version for each device.
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Dashboard

The Dashboard page provides general information that can be used to monitor both networking devices and clients
connected to them.
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Internet Health

Network Health Monitor is a feature that monitor the WAN (WAN ports or Device group) and displays the WAN status for the
last 12 hours for each WAN with color code: Green (Normal), Red (Abnormal) and Grey (Offline).

On the Dashboard screen under Internet Health, a graphical representation of the network health is displayed for the last 12
hours. Please refer to the figure below:
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Dashboard — Internet Health

AR Scanning

With AR Scanning, the user can point the camera of his phone to the barcode of the device and once it's confirmed that the
GWN device is managed by GWN.Cloud or GWN manager with the same account, the user can easily see in real time with AR
the devices that connected to his GWN switch ports with details like the MAC Address of the device.

Please follow the steps below to start using AR Scanning:

1. On the Dashboard screen, click on "AR Scanning”.
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2. Point the camera to the barcode of the GWN device (ex: Switch), after confirming the device information (which

GWN.Cloud or Manager is managed by), then a blue area will appear.

N1
—— -

P/N 964-00066 124003

Dashboard — AR Scanning — Step 2

3. Align the blue area with the four corners of the device as shown below:

C,| Realign

Dashboard — AR Scanning — Step 3

Note:
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AR Scanning is only supported on GWN Switches.

Bandwidth Usage and Clients Count

From the Bandwidth usage and Clients count interface, users can monitor their bandwidth as well as the number of clients
connected per time. The time range for monitoring can be set to 1 Day, 1 Week, or 1 Month.

Default Network ~

o1 o0 °0 =0 ®2 s0
lients: 0 (Wired) 0 (Wireless)
@ GWN7052F

Internet Health

-
©Normal @ Abnormal  » Offin
@D 1week  1mMonth  3months 6 Months
Bandwidth Usage All Clients
Total 408
Clients Count All Clients

Devices Clients Merts Settings

Bandwidth Usage and Clients Count
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Press the drop-down arrow on the top to choose your network

Available information:

[e]

[e]

Bandwidth Usage Upload/Download

Clients Count

[e]

[e]

Select to display information either in 1 day, 1 week, T month, 3 months or 6 months.

Top Devices, Clients, SSIDs, Websites

The top Devices, Clients, SSIDs, and Websites interface as the name suggests displays the top Devices, Clients, SSIDs, and
Websites based on the data/Bandwidth usage.
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Top Devices, Clients, SSIDs, and Websites

Devices

The Devices tab displays the list of devices paired with GWN platform for each Network/Model and allows users to add new
GWN devices.

The following tables show the requirements of Grandstream networking products including GWN Access Points, GWN
Routers, GWN Switches and GWN App versions (Android and iOS) for GWN Management Platforms (GWN.Cloud & GWN

Manager):

o GWN Access Points: minimum and recommended version

Model
GWN7600 1.0.15.20 1.0.25.10
GWN7600LR 1.0.15.20 1.0.25.10
GWN7602 1.0.15.20 1.0.25.10
GWN7605 1.0.15.18 1.0.25.10
GWN7605LR 1.0.15.18 1.0.25.10
GWN7610 1.0.15.18 1.0.25.10
GWN7615 1.0.15.18 1.0.25.10
GWN7624 1.0.21.5 1.0.25.10
GWN7625 1.0.21.5 1.0.25.10
GWN7630 1.0.15.20 1.0.25.10
GWN7630LR 1.0.15.20 1.0.25.10
GWN7660 1.0.19.4 1.0.25.10
GWN7660LR 1.0.19.4 1.0.25.10
GWN7661 1.0.23.26 1.0.25.10
GWN7662 1.0.23.27 1.0.25.10
GWN7664 1.0.21.4 1.0.25.10
GWN7664LR 1.0.23.4 1.0.25.10

AP minimum and recommended version

o GWN Routers: minimum and recommended version

Model



GWN7001 1.0.1.6 1.0.3.5

GWN7002 1.0.1.6 1.0.3.5
GWN7003 1.0.1.6 1.0.3.5
GWN7052 1.0.5.34 1.0.7.2
GWN7052F 1.0.54 1.0.7.2
GWN7062 1.0.5.34 1.0.7.2

Router minimum and recommended version

o GWN Switches: minimum and recommended version

Model Minimum Recommended
GWN7801 1.0.3.19 1.0.3.19
GWN7801P 1.0.3.19 1.0.3.19
GWN7802 1.0.3.19 1.0.3.19
GWN7802P 1.0.3.19 1.0.3.19
GWN7803 1.0.3.19 1.0.3.19
GWN7803P 1.0.3.19 1.0.3.19
GWN7806 1.0.1.14 1.0.1.14
GWN7806P 1.0.1.14 1.0.1.14
GWN7811 1.0.1.8 1.0.1.8
GWN7811P 1.0.1.8 1.0.1.8
GWN7812P 1.0.1.8 1.0.1.8
GWN7813 1.0.1.8 1.0.1.8
GWN7813P 1.0.1.8 1.0.1.8

Switch minimum and recommended version

o GWN App: minimum and recommended version

Platform Minimum Recommended

i0OS 1.0.5 1.3.14



Android 1.0.0.14 1.0.3.14

App minimum and recommended version

Adding New GWN Device
To add a device to GWN.Cloud, the administrator needs two pieces of information:

o MAC address of the device.

o Password printed on the device sticker.

Note:

GWN management platforms support adding more than one GWN router on the same network.

Adding a new device to your GWN.Cloud Account
There are 2 methods to add a GWN device to the cloud using GWN App:

o Method 1: Adding a new device manually

o Method 2: Adding a new device by scanning Barcode

Method 1: Adding a new device manually

1. Locate the MAC address on the MAC tag of the unit, which is on the device, or on the package.

2. Locate the Password.

y Model: GWN7610
/ c‘ GRANDSTREAM Ingu(E:DCZ4V=1A

This device complies with part 15 of the FCC rules. n
Operation is subject to the following two conditions: e' &
1) this device may not cause harmful interference.

2) this device must accept any interference received,

including interference that may cause undesired operation. E
—

(DO RA A RO c €
S/N 22V 2

9MFOE3061655

[T Compls wilh CAN
ICES-3(B)/NMB(B)
1C:11964A-GWN7610

SSID: GWNXOXXX  FCC ID:YZZGWNT7610

(US)P/N 964-00006-17A001  Made in China

MAC 000882616552
(IR OO

WiFi Password: AA11BB22

GWN device MAC address and Password

3. From the Devices tab, click on “Plus” button and select Manual Add, then enter device information:
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Manual Add Devices to GWN.Cloud Account —
Part 1

Once, the GWN device information is filled in, please click on “Done” button.

< Sean Manual

Name
GWN7806P Switch
“MAC
C074AD000000
*Password @

Device Group Default

Device Remarks

Stackable switch| (<]

Done

Manual Add Devices to GWN.Cloud Account —
Part 2

The following table describes the required parameters to add a new device to GWN.Cloud using GWN App.

Section Description
Name Enter a name for the new device to identify it easily.
MAC Enter the MAC address of the new device.
Password Enter the device Password.
Device Group Select the device group from the list
Device Remarks Enter a device remarks

Adding a new device manually

Method 2: Adding a new device by scanning Barcode
New devices can also be added to GWN.Cloud by Scanning the Barcode from the device sticker using a mobile phone camera.

1. From the Devices tab click on “Plus” button and select Scan Add, then point the mobile phone camera to the device's
sticker.


https://documentation.grandstream.com/wp-content/uploads/2023/09/Screenshot_20230926-095439.png

4 Scan Manual

Place within the box outline to scan

Enable

Adding a new device by Scanning the Barcode

o Once added, the list of devices will be displayed on the Devices tab as shown below:
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Dashboard Devices Clients Alerts Settings

New device added to GWN.Cloud using GWN
Application

Adopt a new device to your GWN Manager Account
The GWN Manager will automatically scan and detect the available devices on your Network.

1. From the “Devices” tab, click on “Plus” button.
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Dashboard Devices Clients Alerts. Settings

Adopt a device to GWN Manager — part 1

2. The available GWN devices on the same network will be listed here, select the GWN device then click on “Add” button

below.

Cancel Adopt Devices

[ C0:74:AD:BA:24:FC 192.168.5.80
00321 GWN7803P

@ SelectAll Add

Adopt a device to GWN Manager — Part 2

Then, a pop up dialog will be displayed to confirm that the GWN device has been added to the GWN Manager successfully.
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Adopted Devices

Search/Filter GWN Devices

Select a network from the list and all the devices assigned to it will be displayed then you can filter based on the models or
GWN devices status (Online, Offline). To search the devices please click on the search icon on the right side. Refer to the
figures below.
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Type the device name or MAC address

For each device, the application displays the number of clients connected as well as the data usage. Users can search devices

by name or MAC address.
Click on 1| to sort GWN devices by the number of connected clients.
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Sort devices

Device Details
Click on a device to view more details about it and monitor it in real-time. The Device details page contains 4 subsections

o Usage
o Info
o Tools

o Configuration

Note:

This page is dependent on the device, each GWN device (GWN APs, GWN Routers and GWN Switches) may show different info
or has extra tools or requires different configuration.

Usage

The usage tab displays a graph for Bandwidth usage and client count monitoring for the selected device.

< Router Details

Usage Info Tools Configuration

GWN7052F

Bandwidth Usage 2 Hours

Total: 4 4 82.89MB

Real-time Rate
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Usage Tab

Info

The info tab displays all the information related to the selected device including Model, Firmware Version, IP, MAC address,

etc.

< AP Details < AP Details
Usage Info Tools Configuration Usage Info Tools Configuration
asic

Memory Usage sous
Name

Current Rate 43.65Kbps  $ 1.2Kbps.
MAC C0:74:AD:90:82:40

Link Speed
Model GWN7624

POE 1000 M/FD
Firmware Version 1.0.25.10

LANT Disconnected
P 192.168.5.110

LAN2 Disconnected
1Pv6

LAN3 Disconnected
Part Number 96400052108

2.4G RF Information
Boot Version 0.0.0.1 Channel
Device Remarks Wireless Power (dBm) 0

Clients Count 0
Uptime 3h 57m

Ssip
System Time 2023-09-25 05:06PM

5G RF Information

Tmin: 2.63
Load Average 5min: 2.61 Channel 36
15min: 2.63

Wireless Power (dBm) 16
CPU Temperature a1c

Clients Count 1
Memory Usage 66 MB

ssip
Current Rate $365Kbps 4 1.2Kbps

Device Details — Info Tab — part 1 Device Details — Info Tab — part 2

The GWN app provides different tools to monitor and troubleshoot issues related to the selected devices from the app, users
can locate the devices, clear usage, and run ping and traceroute tests and even run a speed test right from the app itself.

Note:

Speed Test feature is only supported on GWN Access Points except the model GWN7610 and GWN7602.

To run a speed test, please click on “Speed Test icon” as shown below:

< AP Details Save

Usage Info Tools Configuration

Speed test @

Supports AP speed test X

Locate
Clear usage =

Reboot O]

Ping
Target

8.8.8.8

1PV4 O]

IPV6

Traceroute

Target

1PV4

1PV6

Grandstream.corr| [<]

Device details — Tools
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The first speed test is testing download speed.

Testing Download Speed... X

internet &) AN ES CO74:AD:90:82:40

50 200
20 300
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Test Server: Madrid
Service Provider: Grandstream
Public IP Address: 65.20.99.227

Speed Test — Download

Once, download speed test is over, the second test is testing upload speed.

Testing Upload Speed... X

internet @ A ES c0:74:AD:90:82:40

50 200
20 300
77.0
10 Mbps 600
0 1000
Upload

Test Server: Madrid
Service Provider: Grandstream
Public IP Address: 65.20.99.227

Speed Test — Upload

Finally, the user will be able the see the final result, including Download/Upload speed and also the Ping response time in ms
(Millisecond). To the run the speed test again, click on “Test Again” button or to change the test server then click on “Specify
Test Server” text.
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Test Again

Specify Test Server

Speed Test — Result

o Locate a device

To locate the selected device, click on locate “Location” icon, the LED lights of the device will start blinking for 2 minutes, click
on Close to end the location.

Note:

Locate a GWN device feature with LED lights is only supported on GWN Access points devices.

The LED light has flashing mode on

The positioning is finished 2 minutes after

closing the window

Close

Locate Device
o Ping

The ping tool is used to ping a remote device to test the connectivity. To ping another device from the GWN app, set the
target to the IP address or domain of the remote device, then click on the Run button, the result will be displayed on a new

page:
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< Ping

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seq=0 ttl=114 time=20.860 ms
64 bytes from 8.8.8.8: seq=1 ttl=114 time=18.066 ms
64 bytes from 8.8.8.8: seq=2 ttl=114 time=18.944 ms
64 bytes from 8.8.8.8: seq=3 ttl=114 time=17.984 ms
64 bytes from 8.8.8.8: seq=4 ttl=114 time=18.836 ms

- 8.8.8.8 ping statistics -
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 17.984/18.938/20.860 ms

Ping results

o Traceroute

Traceroute allows users to check the number of hops between the devices as well as all the gateways traversed to reach the
destination.

< Traceroute

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 38 byte packets
1192.168.5.11.310ms
*

3%
410.43.82.206 4.692 ms
510.43.250.213 26.487 ms
67214.211.12819.245 ms
7108.170.253.241 18.519 ms
8142.251.54.149 20.344 ms
98.8.8.818.200 ms

Traceroute Test

For more details, please visit GWN Management Platforms — User Guide (Configure a device)

CLIENTS

The Clients tab allows monitoring wired or wireless clients as well as Guests that are connected using Captive Portal. This tab
allows also to search for a specific client by its MAC or Hostname and sort clients by data usage. Please refer to the figure
below:
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. ] C2A36B 91688044
Ain 192168.5.154
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@ =] 0 r e
Dashboard Devices Nerts Settings

Clients list and Search

Click on each client to view its bandwidth usage and info including the following: MAC address, IP, Client Status, SSID
connected to, Channel, etc. Refer to the figures below:

< Client Details
Bandwidth Usage All SSIDs.
Total '

Client Usage
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4 Client Details

Usage

Hostname android-ac7ebced22cad3f7
MAC 9B:E79A:
Client Status

P 192.168.80.112
IPv6.

VLAN ID
Connection
SssID
Frequency 246
RSSI 49 4l
Station Mode 11NG_HT20 3@
Channel

Guest No
Usage 53.92MB ¢ 4 52.59M

Current Rate t 4 528

Associated Device -

Client Details

Block Client

To block a client, navigate to The Clients tab, then either select the client from the list or search the client either by the MAC
Address or Hostname, tab on the client then on the Info tab scroll down to the bottom of the page then toggle ON Block.
Please refer to the figure below:

< Client Details

Usage
ssb T Labs

Frequency 56
RSSI S7 .l
Station Mode 1AC_VHTE0 3@
Channel

Guest No
Usage o8 408 4

Current Rate t- 4

Associated Device

Connection Time .

Operating System Windows
Manufacturer Other
Blacklist and Whitelist None
First Seen 2023-01-03 04:58PM
Last Seen 2023-09-26 12:25PM
Block (/l

Block a client

Alerts

Alerts page displays alerts about the network, the user can specify to display only certain types like (System, Performance,
Security or Network) or the levels (Emergency, Warning or Notice). To check the alerts which have been generated, please
navigate to Alerts tab page. Please refer to the figures below:
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Default v

Al Levels AllTypes

2023/09/26 09:26 °

Device BWN7052F (C0:74:AD:B9:F1:9C) configuration has been modified
© by the local user
20230926 12:36PM

Device GWN7052F (CO:74:ADBI:F1:9C) configuration has been modified
© by the local user
20250926 12:35PM

AP GWN7624 (C0:74:AD:90:B2:40) online (after offline for 30 mins)
20230926 10:58AM

.0 AP GWN7624 (C0:74:AD:90:B2:40) online (after cffline for 30 mins)
20230926 09:44AM

.0 AP GWN7624 (C0:74:AD:90:B2:40) online (after cffline for 30 mins)
20230926 09:40AM

o @ AP (COT4ADZ1BEFO) onlne (after offine for 30 mins)
20230925 05:35PM

All Levels y All Types
Emergency System
Warning Performance
Notice Security
Network

) S =] &

Alerts tab

Alerts — Levels

The alerts can be displayed either by type or levels. However, that is not the only way to display them. The user can filter

through the alert log using a date interval or search by MAC address or device name.

O GWN7052F

© by the local user
2023-09-26 12:36PM

© by the local user
2023-09-26 12:35PM

Alerts — Types

Cancel

Device GWN7052F (C0:74:AD:B9:F1:9C) configuration has been modified

Device GWN7052F (C0:74:AD:B9:F1:9C) configuration has been modified

4
1 2 3 4 5 7 8 9 0
Cancel End Time OK § W @ d t ! ® P
a s d f g i k1
2023 09 26 16 25 4 zZ x € V m ! ? 4
723 )

Alerts — date interval

Alerts — Search

For more options, please click on the "..." three dots on the top right corner of the screen as shown in the figure below:

The user can mark all notifications as read, delete all or delete the selected ones.
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Alert Settings

Alert Settings

Alert Notification

Mark All as Read

Delete All

Delete

Alerts — more options

In this page the user can select the alerts to be displayed, four categories or alerts are available (system, performance,
security and network) and each category has even more options. Please check the figures below:

[e]

[e]

[e]

[e]

< Alert Settings

Selectalets to be notifed of

Performance  Secuiity  Network

Cloud

@ A AP offine more than 30 mins

© O 4P online (after offine for 30 mins)
A Router offline more than 30 mins
O Router online (After offine for 30 mins)
A switch offline more than 30 mins
@ Switch online (after offine for 30 mins)
O Cancel/Return shared network
A Device configuration sync failed

A The current device has a time deviation of 30 minutes

Enable auto sync fime in‘System-Genera can avoi fime deviation
Router

O Router upgraded successfully

A Router upgrade failed

) A Router temperature s oo righ

switch

Alerts Settings — System

Alert Notification

Save

Security Alert: GWN Access points (Rogue AP).

< Alert Settings

System Security  Network

O 5GHz clients exceeded 20

O WAN ot throughput exceeded S0Mbps
O WAN port uplink bandwickh exceedad S0Maps

A WAN port downlink bandwidth exceeded 50Mbps

Switch
O CPUusage exceeded 90%
O Memory uszge exceeded 90%

. Switsh port packet loss rete exceedced 10%

O CPUusage exceeded 90%

© O Memory usege exceeded 95%
@ 2.4GH channel uszge exceeded 60%
O 5GHz channel usage exsceded 60%
@ 2.4GHz clients exceeded 20
O 5GHz clients exceeded 20

© O AP throughpu: exceeded 555Mbps

Alerts Settings — Performance

Network Alert includes: GWN Routers, GWN Switches, GWN Access points and Client.

Save

System Alert includes: GWN.Cloud/GWN Manager, GWN Routers, GWN Switches and GWN Access points.

Performance Alert includes: GWN.Cloud/GWN Manager, GWN Routers, GWN Switches and GWN Access points.

< Alert Settings Save

System  Performance  Security [Network]

A RADIUS server failed

O Router USB/LAN/WAN port connected

switch
0 PortUp
O Portbown
O PoE sower off

O Porterrdisable

O RF not started
O AP channel automatically switched
O AP wired port negotiation

© Channel rader aveidarce

Client
A Portal authentication failed
A Client failed to authenticate with 802.1X.

O Client wireless connection failed

Alerts Settings — Network

In this screen, Emails addresses can be specified to receive notifications for the selected alerts, the notifications can be sent to

the configured emails or pushed to the APP.

To enable APP push or email push, click on the respective icon as shown below:
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m ©= 1719 = = 1719

< Alert Notification Save Cancel Email 0K
[[Emait 2] admin@grandstream com e

System  Performance  Security  Network techsupport@grandstream.com L
Click 7 to enable APP push, click 110 enable email push Add @
Cloud

A AP offline more than 30 mins E

@ AP online (after offline for 30 mins) J -

A Router offline more than 30 mins =

@ Router online (After offline for 30 mins) =

A switch offine more than 30 mins =

@ switch online (after offline for 30 mins) -

O Cancel/Return shared network 7 =

A Device configuration sync failed 7 =

A The current device has a time deviation of 30 minutes L
Router

@ Router upgraded successfully ]

A Router upgrade failed =

Alert Notification screen Alert Notification — Email

SETTINGS

The Setting tab allows users to check or configure: Wi-Fi, LAN, Internet, VPN, Firewall & Security, Profiles and System.

To access the Settings tab, click on the icon "Settings” as shown below:

= Default v

o Internet
@

= V‘PN

— Firewall & Security
B oot Fom edF

Profiles

Port Profile, MAC Groups, Bandwidth Rules, PPSK, Certficat

] Systerr‘\

i

Settings Tab

Dashboard

WiFi

In this section, the user can configure all the related Wireless settings including SSIDs, Radio Settings, and Mesh.
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< Wi-Fi
Wireless LAN

Global Radio Settings

Mesh

WIFi Settings

Wireless LAN

On this page, the user can Edit, Enable, Disable or even Add another Wireless LAN (SSID). Click on the previously created
Wireless LAN to edit or click on “Plus” icon to add another Wireless LAN.

< Wireless LAN < The Hall Save
Basic

The Hall Enable

Online devices: 1 Personal Enabled O

Labs Enable *SSID

Online devices: 2 Personal The Hall

Office Enable Client IP Assignment Bridge

online devices: 1 Personal

Associated VLAN
Guests Enable

online devices: 1 Personal
nline device sona Enable Captive Portal

8ID Band Duak-Band

Access Security

Security Type Personal

“WPA Pre-Shared Key @

WPA Mode WPAZ
WPA Encryption Type AES
802.11w Disabled

Access Control

MAC Filter Disabled

Client Isolation
Client Time Policy None
Bandwidth Control None

Wireless LAN list Wireless LAN parameters

Please refer to the table below for the descriptions of the fields:

Radius Authentication
Radius Profile Select a Radius server or click Add New RADIUS
Voice VLAN

Voice VLAN Toggle voice VLAN on/off.
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Multicast

IGMP Snooping VLAN Select the IGMP Snooping VLAN.

MLD Snooping VLAN Select the MLD Snooping VLAN.

Unknown Multicast Message Configures how the switch (IGMP Snooping/MLD Snooping) handles packets from unknown groups.

DHCP Snooping Settings

DHCP Snooping Toggle DHCP Snooping on/off
802.1X

Guest VLAN Configures whether to enable the guest VLAN function for the global port.
Other

Jumbo Frame Enter the size of the jumbo frame. Range: 1518-10000

Black Hole MAC Address Select a Black Hole MAC Address from the list or click Add New MAC group

Wireless LAN

Global Radio Settings

On this page, users can edit the frequency band 2.4GHz or 5GHz that can be used by devices using Wireless LAN also general
features can be configured here like Band Steering, Client Steering, Airtime Fairness, etc.

< Global Radio Settings Save
General

Band Steering Balance
Client Steering O
“RSSI Threshold

75

“Client Access Threshold

30

Airtime Fairmess [ @)
*Beacon Interval

100

Country/Region Moroceo(osall)
Channel Width 20MHz
Channel Auto
Custom Channel 3 selected
Radio Power Low
Enable Short Guard Interval [ @

Allow Legacy Devices(802.11b)
Enable Minimum RSS!

Enable Minimum Rate

Global Radio Settings

For more details, please visit GWN Management Platforms — User Guide (Global Radio Settings)

Mesh

In Mesh Network, the wireless connection is established between multiple APs, which is used to pass-through data traffic
rather than client association. Each AP will evaluate the performance of the wireless channel based on several factors and
choose one or multiple appropriate APs to set up the connection.
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< Mesh Save

Enable Mesh
*Scan Interval

5

“Wireless Cascade

3

Mesh
Radius Authentication
Radius Profile Select a Radius server or click Add New RADIUS
Voice VLAN
Voice VLAN Toggle voice VLAN on/off.
Multicast
IGMP Snooping VLAN Select the IGMP Snooping VLAN.
MLD Snooping VLAN Select the MLD Snooping VLAN.
Unknown Multicast Message Configures how the switch (IGMP Snooping/MLD Snooping) handles packets from unknown groups.
DHCP Snooping Settings

DHCP Snooping Toggle DHCP Snooping on/off

802.1X
Guest VLAN Configures whether to enable the guest VLAN function for the global port.

Other
Jumbo Frame Enter the size of the jumbo frame. Range: 1518-10000
Black Hole MAC Address Select a Black Hole MAC Address from the list or click Add New MAC group

For more details please visit GWN76xx — User Manual (Mesh)
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LAN

On this tab, the user can add/edit VLANs or configure the global switch settings that affect all the added GWN switches.

< LAN

Basic LAN Settings

Global Switch Settings

LAN tab

Basic LAN Settings

This page shows all the created VLANSs as well as the Default VLAN (Default LAN), click on the LAN created to edit it or click
on the "Plus” icon at the bottom to create a new LAN (VLAN).

< Basic LAN Settings Q < Add LAN Save

Default LAN (VLAN ID: 1) *LAN Name

Gateway.

VLAN7 (VLAN ID: 7) *VLAN ID
Gateway: -

VLAN-Only Network

*Gateway

1Pvd

1Pua [ @)

#IPv4 Address

*Prefix Length

DHCP Service Disabled

IPV6

1Pv6

Basic LAN Settings Add/Edit LAN

Global Switch Settings

Global Switch Settings allow the user to configure the general settings for all the GWN78XX switches which have been added

to the account, instead of configuring the settings individually for each switch.
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Radius Profile

Voice VLAN

IGMP Snooping VLAN

MLD Snooping VLAN

Unknown Multicast Message

DHCP Snooping

Guest VLAN

Jumbo Frame

Black Hole MAC Address

< Global Switch Settings Save

RADIUS Authentication

RADIUS Profile None

Voice VLAN

Voice VLAN

Mulicast

IGMP Snooping VLAN

MLD Snooping VLAN

Unknown Multicast Message () Flooding

DHCP Snooping Sttings

DHCP Snooping

802.1X

Guest VLAN

Others

*Jumbo Frame

9216

Black Hole MAC Address None
Global Switch Settings
Radius Authentication

Select a Radius server or click Add New RADIUS

Voice VLAN

Toggle voice VLAN on/off.

Multicast

Select the IGMP Snooping VLAN.

Select the MLD Snooping VLAN.

Configures how the switch (IGMP Snooping/MLD Snooping) handles packets from unknown groups.

DHCP Snooping Settings

Toggle DHCP Snooping on/off

802.1X

Configures whether to enable the guest VLAN function for the global port.

Other

Enter the size of the jumbo frame. Range: 1518-10000

Select a Black Hole MAC Address from the list or click Add New MAC group

Global Switch Settings
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Internet

Internet configuration like adding/configuring WAN ports or configuring Load-balancing/backup (Failover) between the
WANSs port are found here, these configurations are located under the Settings tab — Internet.

< Internet

WAN

Internet Source

Internet tab

WAN

In this section, the user can add WAN (router WAN port or a device group) or edit previously created WAN ports and the
number of WAN ports is determined by how many GWN routers are added/adopted to GWN.Cloud/GWN Manager
accordingly.

To add/edit a WAN, please navigate to Settings tab — Internet — WAN.

< WAN Q < Add WAN Save

*WAN Name
WANT1 (Default) Physical Port: WAN
CO74:AD95:12:90

GWN7052F WAN Physical Port: 4 *Router GWN7052F (C0:74:AD:B9:F 1:9C)
GWN7052F 192.168.5.82
*Physical Port
Connection Type Obtain IP automatically (DHCP)
Static DNS

#Maximum Transmission Unit (MTU)

1500
WAN Port MAC Address Use Default MAC Address

*Tracking IP Address 1
8888

Tracking IP Address 2

VLAN Tag

Multiple Public IP Addresses

DDNS ()

Cloud DDNS (D

DMZ

WAN list Add/Edit WAN

For more details please visit GWN Management Platforms — User Guide (WAN)

Internet Source
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In this section of internet configuration, under internet source, the user can configure load balancing or backup (Failover)
between the previously added WANS. Either click on the entry or “Configure icon” to edit previously added internet sources
or click on “Add" button to add a new one, refer to the figure below:

< Internet Source

Default(Default) Load Balance
CO:74AD:95:12:90 nterface Number: 1

Internet Source list

< Add Internet Source Save

*Name

Mode Load Balance

Default Internet Sourc

ed to the router will be associated to this intemet

*Router GWN7052F (C0:74:AD:B9:F 1:9C)

Interface
*Interface

“Weight
1

Add @

Add/Edit an Internet Source

For more details, please visit GWN Management Platforms — User Guide (Internet Source)

VPN

GWN Management supports many VPNs including PPTP, IPSec (support auto networking mode), OpenVPN® and

WireGuard®. On GWN app, the user is able to configure:

o PPTP: supports client and server.
o IPSec (Site-to-Site): supports manual and auto mode.

o OpenVPN®: supports client and server.

GWN Management supports more than one GWN router with single or multi-WAN on the same network, thus when
configuring a VPN it's important to specify which router (WAN/Device group) and interface will be used.

To add a new VPN or a VPN user, please navigate to Settings tab — VPN, then click on the VPN type as shown in the figures

below:
= Default v <
PPTP
— WiFi
® Wieless LAN, Global Fadio Setings, Mesh ses
o. LAN
=2 Basic LAN Ssttings, Giobal Switch Settings OpenVPN®
Internet VPN User
e

VAN, Intemet Sourc

Firewall & Securi
= y

Part Forwarding, Wired Firewall Rules Wireless Firewall Rules, Rogue AP

o Profiles
°8 port Profile, MAC Groups, Bandwidth Rules, PPSK, Certificate

g System

“© General, URL Accsss Log, Gusst Information, NAT Paol, SNMP

@ =] Co

Dashooard Devices. Clients Alrts

Settings tab

< IPSec(Site-to-Site)

Add IPSec

VPN - add VPN

VPN screen
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For more details, please visit GWN Management Platforms — User Guide (VPN)

Firewall & Security

Firewall & Security screen combines all the related configuration related to firewall and security, split into 4 sections (Port
Forwarding, Wired Firewall Rules, Wireless Firewall Rules and Rogue AP).

Navigate to Settings screen — Firewall & Security, then click on an entry to configure the corresponding option.

= Default v < Firewall & Security

— Wi-Fi Port Forwarding

* Wireless LAN, Global Radio Settings, Mesh

L Wired Firewall Rules
.

2 Basic LAN Setiings, Global Switch Settings .
Wireless Firewall Rules
@ Internet
WAN, Internet Source Rogue AP
VPN

PPTR, IPSec, OpenVPN®, VPN User

Firewall & Securit
= Ly

Port Forwarding, Wired Firewall Rules, Wireless Firewall Rules, Rogue AP

5. Profiles
8 Port Profile, MAC Groups, Bandwidth Rules, PPSK, Certificate

= System
Ganeral R Acees Lo, Guest formation, NAT ol M
@) =] ) ay o
Dashboard Devices. Clients. Alerts Settings
Settings screen Firewall & Security screen

Port Forwarding

Port forwarding is redirecting the communication request from one address and port to another one address and port. A
source IP Address and port will be mapped to a Destination IP Address, port and Group.

< Port Forwarding < Add Port Forwarding
*Name
Status O
Protocol Type TCP/UDP
*Router GWN7052F (C0:74:AD:BI:F1:9C)
“Interface

Source IP @

*Source Port (O

#Destination Group

e . *Destination 1P
here is no port forwarding in the current network

“Destination Port

Add Port Forwarding

Port Forwarding screen Add Port Forwarding
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Wired Firewall Rules
From this screen, the administrator can Accept, Reject or Drop wired traffic using inbound rules or forwarding rules,

o Accept: To allow the traffic to go through.
o Deny: A reply will be sent to the remote side stating that the packet is rejected.

o Drop: The packet will be dropped without any notice to the remote side.

Note:

Wired firewall rules apply only to Routers.

- < Add Wired Firewall Rules.
< Wired Firewall Rules 1=

Inbound Rules  Forwarding Rules Type Inbourd Rules >
“Name
saus (@)
1P Family Ay >
Protocol Type. uoP >
“Router GWN7052F (CO.74AD:E9F190) >
*Source Group ()
Source MAC
SourceIP O
VaskLength

There is no inbound rules in the current network

SourcePort ©
Destination IP ()
Mask Length Policy

Accept v
Destination Port @

Reject

Add Wired Firewall Rules Policy @ Accept > Drop

Add Wired Firewall Rule
Wired Firewall Rules screen Wired Firewall Rule — Policy

Wireless Firewall Rules

This screen does allow users to control the outgoing and incoming traffic from clients connected to the adopted/paired GWN
devices by manually setting up policies to either deny or permit the traffic for wireless traffic based on protocol type and by
specifying SSIDs and destinations.

Note:

Wireless firewall rules apply only to AP.

. X < Add Wireless Firewall Rules
< Wireless Firewall Rules =
Outbound Rules  Inbound Rules. Type Outbourd Rules >
“Name
Destination: google corm Policy: Deny >
Service Protccol Any
. Polcy: permit
estination pollcy Pemit >
Destinetion Al

ssiD >

Pelicy

Permit v

Deny
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Wireless Firewall Rules screen Add Wireless Firewall Rule Wireless Firewall Rule — Policy

Rogue AP

GWN Cloud and GWN Manager offer the ability to prevent malicious intrusion to the network and increases the wireless
security access of clients when introducing Rogue AP detection feature to the adopted/paired GWN devices. The detected
devices will be listed with all the details under “Alerts” page for further intervention.

< Rogue AP |:|

Rogue AP Detection

A

Detect Range (0 hanny
Countermeasure Level

Containment Range hannels
Sub-string for Spoofing SSID @ 1
Trusted AP (0

Untrusted AP (7

Rogue AP

For more details, please visit GWN Management Platforms — User Guide (Firewall & Security)

Profiles

The profiles screen contains some common configuration for GWN devices like Port Profile, MAC Groups, Bandwidth rules,
PPSK and Certificate.

Navigate to Settings screen — Profiles, then click on an entry to configure the corresponding option.

= Default v < Profiles

Port Profile

s LAN, Global Radio Settings, Mesh

MAC Groups
. LAN
%
2 Basic LAN Setings, Gobal Switch Settings
Bandwidth Rules
Internet
® WAN, Internet Source PPSK

= Certificate
= PPTRIPSec, OpenVPN®, VPN User

= Firewall & Security

Port Forwarding, Wired Firewall Rules, Wireless Firewall Rules, Rogue AP

5, Profiles
= Port Profile, MAC Groups, Bandwidth Rules, PPSK, Certificate

System
© General, URL Access Log, Guest Information, NAT Pool, SNMP

@) = Co o
Dashboard Devices Clients Alerts

Settings screen Profiles screen
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Port Profiles

Port profiles is a convenient way to provision a GWN device (ex: GWN switches or a GWN router) interfaces easily. Name a

profile then select the relevant configurations, like VLAN, Rate, Speed limit, LLDP etc. Also for security we can enable Storm

control, Port Isolation, Port Security and 801.1X Authentication.

Note:

A VLAN is also considered

<

Router Port Trunk

as a port profile.

Port Profile

Native VLAN: 7 Allowed VLANS: 7

Switch Ports Access

Native VLAN: 7 Allowed VLANs: 7

VLAN7

Native VLAN: 7 Allowed VLANSs: 7

Voice

Native VLAN: 1 Allowed VLANS: 1

Default LAN

Native VLAN: 1 Allowed VLANS: 1

All VLANs

Native VLAN: 1 Allowed VLANS: -

Note:

Port Profile screen

< Add Port Profile

Genera
*Profile Name
*Native VLAN

Allowed VLANs

Voice VLAN

Please enable the Voice VLAN in the Global LAN Setings f

Rate Auto
Duplex Mode Auto
Flow Control @ Disabled
Port STP Enable

Entry Speed Limit
Exit Speed Limit

LLDP-MED O

Network Policy TLV.
e Voice

Please enable 1

VLAN first,
Security

Storm Control
Port Isolation
Port Security

802.1X Authentication

Add Port Profile

Feature comparison table for router and switch is available at About — Device Comparison either on GWN.Cloud or GWN

Manager.

MAC Groups

The user can create a group of MAC addresses that can be used for example on GWN switches with the feature of Black Hole
MAC Address under Settings screen — LAN — Global Switch Settings to block these addresses.
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< Add MAC Group

< MAC Groups
Blacklist 1 “Name
out 1

s
Global Blacklist 1

Client Name

MAC Address

Add @
MAC Groups screen Add MAC Group

Bandwidth Rules

Bandwidth rules feature can be used with a wireless LAN (Wi-Fi or SSID) to limit bandwidth per client or SSID under Settings

screen — Wi-Fi — Wireless LAN.

< Bandwidth Rules Q < Add Bandwidth Rules

4 500 Kbps “Name

Guests limit
41000 Kbps

Schedule: Enable

4 800 Kbps Schedule Policy None

Hall_Bandwidth
4800 Kbps

Schedule:  Disabled
#Filin at least one item for upload and download rate

Upload Rate (Kbps)

Download Rate (Kbps)

Bandwidth Rules screen Add Bandwidth Rule

Private Pre-Shared Key (PPSK)

PPSK (Private Pre-Shared Key) is a way of creating Wi-Fi passwords per group of clients instead of using one single password
for all clients. Then this PPSK group can be used with a wireless LAN (Wi-Fi or SSID) to grant access to clients under Settings

screen — Wi-Fi — Wireless LAN.

1. Click on “+" button to create a PPSK Group.
2. Click on "+" button to create a PPSK.

3. Select Manual or Auto (specify number of PPSKs, name prefix, password ... etc).
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Please refer to the figures below:

< PPSK Q < Add PPSK Group
PPSK,GmuP ! *Name
Add PPSK Group
PPSK screen
Certificate

Save

< Add PPSK
Manual
“Number of PPSKs.
© 10

“PPSK Name Prefix ()

GWN

“WFi Password Length

14

“Max Num of Access Clients (0

1

Bendwidth Control

VLAN ID

Add PPSK

Save

In this section, the user can create CA, Client and Server certificates that can be used with OpenVPN either for client or server

side.

Click on “Add CA Certificate” or “Add Certificate” button under CA Certificate or Certificate tab.

< Certificate
CA Certificate  Certificate  Revoked Certificate
There is no CA certificate in the current network

Add CA Certificate

Certificates screen

Type

*Name

“CA Certificate

Certificate Type

Key Length

Digest Algorithm

*Valid Period (D)

SAN

Country/Region

*State/Province

“City

*Organization

*Organization Unit

*“Email

Add Certificate Save

Certificate

Server
2048

SHA256

None

United States

Add Certificate

For more details, please visit GWN Management Platforms — User Guide (Profiles)

System

On the system screen as shown below, the user can configure Country/Region, time, LED ... under General, also URL Access

log, Guest Information, NAT and SNMP.

Navigate to Settings screen — System.
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= Default v < System

— Wi-Fi General
- 5 LAN, Global Radio Settings, Mesh

URL Access Log

Guest Information

Internet
WAN, Internet Source NAT Pool
— VPN SNMP
= PPTP.IPSec, OpenVPN®, VPN User
= Firewall & Security
PortFovarding Wied Frowal s, irelss Firwal Rues, Rogue A
5. Profiles
5 Port Profile, MAC Groups, Bandwidth Rules, PPSK, Certificate
System
¢ General, URL Access Log, Guest Information, NAT Pool, SNMP
@ [ o
Dashboard Clients Alerts
Settings screen System screen

General

In this section, General configuration can be set like time zone, Device password ... etc. Please refer to the figure and table

below:
< General
Country/Region
Time Zone 3MT+01:00) Casablanca, Monrovia
Auto Sync Time
*AP Login Password (i
Device Password (T
LED Always On
Reboot Schedule oming
Enable Client Connection Event
Presence APl ([
Automatically add to SSIDs (_
System — General
. Select the country or region from the drop-down list. This can affect the number of channels
Country/Region .
depending on the country standards.
Timezone Configure time zone for GWN APs. Please reboot the device to take effect.
Auto Sync Time If enabled, all managed devices' system times will be synced with GWN Cloud

Sets the AP login password with up to 8 characters. Alphanumeric characters and special characters
AP Login Password
- | are supported
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Set the devices SSH remote login password other than APs, which is also the device web login

Device Password
password.

Select whether to always turn ON or OFF the LEDs on the APs or apply a schedule for this

LED .
function.

Reboot Schedule Once scheduled, the current network will not work for a while during the scheduled period.

When enabled, then Client connects/disconnects events are listed under Devices — GWN device

Enable Client Connection Event
— Info page.

Onced enabled, will detect and collect wireless device info. near the AP, which can be used for

Presence API . . . o
device positioning, pedestrian flow monitoring and so on.

Automatically add to SSIDs GWN devices will be added to SSID automatically

System — General

URL Access Log

Administrators can easily configure the platform to record, monitor and maintain a log of all the websites visited by the clients
connected to the paired GWN devices.

The platform System will send these logs via Email to the configured Log Receiver in a form of downloadable link providing a
CSV file format containing all the websites logs visited for each client during the defined period (daily, weekly or monthly

basis).
In order to enable this feature, follow below steps:
1. Go under "Settings screen — System — URL Access Log section” and enable URL Access Log field, this will configure

the GWN management platform (GWN.Cloud or GWN Manager) to start recording the websites logs visited by the clients.

2. The option "Group Metric by Main Domain” can be also enabled then the user can configures the top domains to be
merged. This will merge the page views for the configured domains. The regular top domains will automatically merge

without any configuration (such as. com).
3. Enable Export URL Access Log.
4. Administrators can choose to set the Email Frequency to be generated either on a daily, weekly or monthly basis.

5. Configure the URL Log Receiver Email.

< URL Access Log
URL Access Log (D (/
Group Metric by Main Domain (J
Customized Top-level Domain 1
Export URL Access Log (D ()

Emall Frequency Monthly

*URL Log Receiver 1

System — URL Access Log
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Guest Information

If enabled, the server will periodically send out the guests log download link based on the configured email settings. In order
to enable this feature, follow below steps:

1. Go under “Settings screen — System — Guest Information section” and enable Guest Information field.

2. Choose to set the Email Frequency to be generated either on a daily, weekly or monthly basis.

3. Configure the Email Receiver.

< Guest Information [Save)

Email Guest Information

o

Email Frequency Monthly

“Email Receiver 1

System — Guest Information

NAT Pool

Users can use this feature in order to set an address Pool from which the clients that are connected to the adopted/paired
devices will acquire their IP address in that way GWN devices will act as a light weight router.

Note:

This option cannot be enabled when Client Assignment IP is set to Bridge mode.

< NAT Pool

“Default Gateway
10101

“Subnet Mask
255.255.255.0

“DHCP Lease Time (m)
720

DHCP Preferred DNS

DHCP Alternate DNS

System — NAT Pool
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SNMP

This section lists the SNMPv1, SNMPv2c, and SNMPv3 options available to integrate the adopted/paired GWN devices with
enterprise monitoring systems.

Users can enable SNMP feature under Settings screen — System — SNMP.

< SNMP Save]
SNMPV1, SNMPu2c [ @)
“Community String

public

SNMPV3 [ @)

*Username

Authentication Mode

*Authentication Password

Privacy Mode ©

*Privacy Password

System — SNMP

For more details, please visit GWN Management Platforms — User Guide (System)

EXPERIENCING GWN APPLICATION

Please visit our Website: http://www.grandstream.com to receive the most up-to-date updates on firmware releases,
additional features, FAQs, documentation, and news on new products.

We encourage you to browse our product-related documentation, FAQs, and User and Developer Forum for answers to your
general questions. If you have purchased our products through a Grandstream Certified Partner or Reseller, please contact

them directly for immediate support.

Our technical support staff is trained and ready to answer all your questions. Contact a technical support member or submit a
trouble ticket online to receive in-depth support.

Thank you again for using the Grandstream GWN Cloud application, it will be sure to bring convenience to both your business

and personal life.

CHANGE LOG

This section documents significant changes from previous versions. Only major new features or major document updates are
listed here. Minor updates for corrections or editing are not documented here.

GWN Application Version 1.3.14

o Added GWN Device Discovery and Speed Test Tools [Tools]

o Add AR Scan feature under Dashboard page [AR Scanning]

o Added PPTP, IPSec(support auto networking mode), OpenVPN® [VPN]
o Added Guest under Clients [Clients]

o Added 12-hours WAN ports health monitoring [Internet Health]

o Added Cloud DDNS service to generate domain for managed WAN [WAN]
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o

Added VLAN interface configuration under router configuration [Devices]

o

Added new alerts, and improve the layout [Alert]

o

Added VLAN ID info under Client page [Client]

o Support multiple routers on one network [Devices]

o

Support Device Password under System page [System]
GWN Application Version 1.1.11

o Support GWN Router (GWN7052 & GWN7062) unified management

o Support GWN Switch

o New Ul design

o Redesigned dashboard

o New alerts design and support more alert events

o Optimized clients display, integrate the old known clients function into clients page

o Optimized SSID security type
GWN Application Version 1.0.6
o Added support for GWN Manager.
GWN Application Version 1.0.2
o This is the initial version for GWN Cloud Application for iOS.

iOS is a trademark or registered trademark of Cisco in the U.S. and other countries and is used under license by Apple
Inc.
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